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Challenge

Many valuable online information resources,
But managing access 1s increasingly unwieldy:
'Too many accounts...too many passwords...

Too many support requests
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Access With Federation

User has a single login; home
provides login and users’ roles

Resource providers need not
manage/support user accounts

Access based on users’ roles
instead of account or location

New users and new resources
integrated quickly (only one
Place to update)




What's the Magic?

Without tederation, access 1s based on
many:many trust relations (resources:users)

Unsustainable to manage and support as number of
users and number of resources increase

In a federation, the resources and users’ home
institutions establish trust via their trust in the federation

Each new resource, home, or user requires only a single

additional trust relation: user-home for new user; home-
tederation for a new home; or resource-tederation for
new resource




How Federation Works

& Each resource or information provider
establishes trust with the federation

& A one-time event, with a single external entity




How Federation Works 2

& KEach school or other institution with users
establishes trust with the tederation

& A one-time event, with a single external entity




How Federation Works 3

~& Fach user has one home institution

& That's the one login that user needs







Benefits for Resources

& Reduce or even eliminate the burden of managing
user accounts and passwords

& Determine what users can access or do based on
the users’ home institution assertion of roles (e.g.,

HS Biology Instructor or Honors English Student)

& Quickly deploy new resources to federation
members (no elaborate provisioning)




Benehits for Schools

& No need to provision accounts (or revoke them) at
every resource

~& Fnable appropriate access to resources by
changing role or other attribute to accurately
reflect status

& Provide access to more resources via the federation
than could provide by negotiating for each




Benefits for students / users

& Keep track of just a single username and password
for access to all federation resources

& Reduced threat of i1dentity theft because passwords
are not shared with information providers (login at
home 1nstitution only)

¢ Increase privacy: resources receive only the data
they need to provide appropriate access; may not
even 1nclude name.

& Supports Single Sign-On: login once for access to
multiple resources




Demonstration:

Single Sign-On 1n

Federation

Maodel 1s higher education tederation InCommon

Provides SSO access with UA credentials to
multiple services

Services hosted both at UA and elsewhere

Simple uniform experience gaining access to
multiple resources while protecting personal info




Initial login at an information service provider: click the “Log In” button to start:

| elele y noashboard = Internet2 Wiki

e

€& 9 C [ hups //spaces.internet2.edu/dashboard. action

gt Dashboard

Main Internet2 Infernet2 Internet2 Web Site Recently Updated
Web Site Network Site Index

collaboration spaces 10 support the activities of Internet2 27 minutes ago
projects and working groups.

For general information on how 10 access content, create an Yom Scavo
account or request membership In a parbicular user group, 5ee about 2 hours ago
Getling access 1o the Intemet? federated wiki. Refer 1o

SEeces Instruclions for more detaled access help.

Bichard
See Internat2 Wiki Support for quick start information, FAQs Machda

and more. Please note that wiki use is subject to the terms about 2
and conditions of the Internet2 Wiki Acceptable Use Policy. hours 8Q0
Mssuse or misconguct will not be tolerated.




Designate my home institution: “Where are you from?":

The University of Arizona University of
Alabama at
Birmingham

University of Alaska Fairbanks University of Alaska

UNIVERSITY
f ALASKA




Type identifier and password to my home- not shared with the information service!

2%a%a
au& Login

€ ->C : idp.alaska.edu/idp/Autt

Usemame or ID:
dabantz
Password:

LA AL AR R AL AL L LR LR D)
|

Password Reset

Support: helpdesk @ alaska edu




I'm logged in and look: service received my correct name and preferences:

w2t Dashboard

Main Internet2 Infernet2 Internet2 Web Site Recently Updated
Web Site Network Site Index

Welcome to Internet2's federated wiki, where you'll find Eﬁggsn
collaboration spaces 1o support the activities of Internet2 &',

projects and working groups. o

For general information on how to access content, create an
account or request membership in a particular user group, see
Getting access 10 the Intemet? federated wiki. Reder 10
Spaces Instructions for more detailed access help.

See lntermneat2 Wiki Support for quick start indormation, FAQs
and more. Please note that wiki use is subject 10 the terms
and conditions of the | i P
Misuse or misconduct wil not be tolerated.

Jenniler Cunmings & 2011 Advance CAMP Begistrants

39 minutes ago

Favourite Pages

Displaying pages recently added 10 your favourites lis!

4 GenencUseCases (Open©

e Home (VWM Tools and ESectve Pracices)

&) Guest or Allkate Sysiems (VAM Tools and EMectve Practices




[ am able to edit the pages I own:

EREAE) y n‘Cust Identities™ Survey - * X

& 9 C [ hitps //spaces.internet2.edu/pages/editpage.action?pageld~20578489

..&..4 "Guest Identities" Survey

S v o | proven:

Paragraph ~ B 7 U & A~ 4 : | nsert~ wo g Ul | 3

DRAFT - IN PROGRESS
Deadiine for finalizing the survey questions is TBD. After this date we w survey questions into SurveyMonkey for data collection.

NOTE: You must be logged In to edit, see access Instructions at
OR send mail with your comments and suggestions to Steve Olshansky, MACE-Dir Flywheel <steveo AT internet2 DOT edus.

This survey seeks information about managing institutional “guests” - people, attributes, and affiliations with non-authomative or non-vetted sources of data, such
as self-assertion, or department-sponsored individuals

NOTE: Contact info is for internal purposes only, for use in contacting you later if questions arnse. Any pubiic reports will EXCLUDE your info unless you gve us
PErmISSIon 10 Include it.




Now I navigate to a different information service hosted elsewhere:
[ Rasmuson and BioSciences = %
€& 5 C O poyy.library.uaf.edu/login

Raémuson &' BioSciences Libraries Database
Login

UAF Student, Faculty and Staff Verification

Updated Jan. 4, 2010

To log into our databases, you'll need to use your UA userame and password,
This is the same usemame/password you use to log into Blackboard and UA
Gmail.

Your old Webmail'Squirrel Mail usemame (¢.g., ffabe, fsftw2, fngbn) no
longer works.

If you haven't already signed up for a UA Gmail Account, please do so (see
hupfwww alaska.edu/google/infol).

If you've forgotten your username or password for AuthSery, try going to

ELMO or call the Help Desk 907-450-8300 (Outside Fairbanks - 1-8300-475.
K226)

Click H Login to Library Datal

This time when I click “Login” to access licensed databases, this system sees |
already have an authenticated session with my UA identity; I do NOT have to re-

enter my username and password, but immediately see the databases I am allowed
to use:




This time when I click “Login” to access licensed databases, this system sees |
already have an authenticated session with my UA identity; I do NOT have to re-

enter my username and password, but immediately see the databases I am allowed
to use:

w.mmm x

¢« > C . © proxy.library.uaf.edu/m

Rasmuson Onllna Database

Database Menu

Or go 10 the new user merface hers.




Now I want to listen to podcasts available to me as a UA person:

App Stow e s Aviddiobhooks

America’'s Arctic University

Last Modfied: May 13, 2011
Tota) Tracks 19

Last Modified: May 13, 2011
Totsl Tracks: 1446

Aaskans take great pride in their individuality,
and Alaska's Magship university Campus & no
differet. Choose UAF and you begin & college
career that can lead you In any professional
direction. UAFI s 10,440 students come from
MAaska, most aother states, and 42 foreign
countries. Mare than 250 are international
students. Undergraduate students make up 88
percent of the total studem body. UATF has many
non-tradtional students. Some are returning to
college after yeoars of working or raising a family
while others work full time while attending school
OF are pursuing a second associate or bachelors
degree. Faculty teach classes at every level, whach
means you're able 1o start building relationahips
with professors from the beginming

| caATeGORZE TRACKS

| Loaour

| TOP DOWNLOADS

Discovering Flectriciny
S10p 10 Gruening Bullding

| Lnxs

University of Alaska Fairbanks

UAF Admissions

UAF majors

UAF newsroom
International Arctic Mesecarch Center
Intermmational Polar Year
Sclence for Alaska

UA Museum of the North

| UAF FACULTY, STAFF AND STUDENTS

UAF (Tunes U login page

Last ModifSed May 13, 2012
Total Tracks: 13

Fairbanks Focun: Alaska View I I 970 KFBX Morming Show Interviews UA Musoum of the North




The service is able to use the same SSO session to enable my access to course
content I can view based on my roles as student or instructor in various courses:

(g
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‘ ¥

Mowvies TV Shows App Store Podcasts Aud 5 Tunes Ping University of Alaska Fairbanks »

SclenceMesearch st UAF

Last Modified: May 13, 2011 Last Modified May 13, 2011
Tots Tracks 10 ba o Totd Tracks §

Courses/Academics

Alaskn INDRE Apphed Business & Accounting Basic Thermodynamics
Last Modified: May 13, 2011 Last Modifed: Dec 20, 2009 : Last Modifted. May 13, 2011
Tots Tracks: 23 Tots Tracks: 4 ' Total Tracks: 22

Bush Physics for the 218t Century Defining Risk in Arctic Coastal and OF General Chemistry |

Last Modihed: May 13, 2011 Last Modihed: May 13, 2011 Last Modihed: Dec 11, 2009
Total Tracks: 30 Total Tracks 12 Total Tracks: 23

ITU Training Natural Resource Conservation and P Physical Chemisty Il

Last Modified: Nov 16, 2010 Last Modified: May 13, 2011 Last Modihed: May 13, 2011
Totad Tracks: 12 Totad Tracks ) Total Tracks: 61

Schoolyard Saturday from Barrow SOL Professional Development Support - Advanced
Last Modified: May 13, 2011 , Last Modified: May 17, 2011 Last Modified: May 13, 2011
Tots Tracks 8 Totd Tracks §7 Total Tracks: 0

Support Basics Teaching with Technology Theatre Practicum
Last Modified: May 13, 2011 Last Modified: May 13, 2011 Last Modified: May 11, 2011
Tota Tracks: 0 A Total Tracks 51 Total Tracks: 0

Video Conferencing Services
Last Modified: Dec 20, 2010
Total Tracks: 0

Copyrgre Pobcwes Unnwersty of Naska
Appie Inc. s Copyrghe Ol Polcy




How 1o

Establish agreements deﬁning what federation members
do to establish trust relations and operate tederation

Federation operation 1s essentially a repository of
certificates (like the certificates used for secure web
browsing) for every member

Agree to utilize common open technologies for

exchanging 1dentity information (e.g., SAML protocol)

Modest budget for federation operation and technical
support to resources and schools to use 1t




