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Introduction to this Guide

This Administration and Configuration Guide provides conceptual information about
Foglight administration, and instructions on how to use the administration dashboards.
It contains an overview of the administration features and their location in the browser
interface.

This guide isintended for Foglight system administrators who need to administer and
configure Foglight. Administrators who are new to Foglight can find information
related to first-time use in the first two chapters of this guide. The following chapters
focus on day-to-day administration and fine-tuning. Advanced Foglight administrators
can find information on key tools used to manage Foglight in the final chapter.

For more information about specific administration tasks, or additional technical
information that further describe Foglight administration features, see the
Administration and Configuration Help.
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About Quest Software, Inc.

Quest Software simplifies and reduces the cost of managing IT for more than 100,000
customers worldwide. Our innovative solutions make solving the toughest 1T
management problems easier, enabling customers to save time and money across
physical, virtual and cloud environments. For more information about Quest go to
WWw.quest.com.

Contacting Quest Software

Email info@quest.com

Mail Quest Software, Inc.
World Headquarters

5 Polaris Way

Aliso Viejo, CA 92656
USA

Web site WWW.quest.com

Refer to our Web site for regional and international office information.

Contacting Quest Support

Quest Support is available to customers who have atrial version of a Quest product or
who have purchased a Quest product and have a valid maintenance contract. Quest
Support provides unlimited 24x7 access to SupportLink, our self-service portal. Visit
SupportLink at http://support.quest.com.

From SupportLink, you can do the following:
» Retrieve thousands of solutions from our online Knowledgebase
« Download the latest rel eases and service packs
» Create, update and review Support cases

View the Global Support Guide for a detailed explanation of support programs, online
services, contact information, policies and procedures. The guide is available at: http://
support.quest.com.
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Configuring Foglight for Initial Use

Foglight collects data from monitored hosts and builds models with tree-like structures
in real time. Foglight administration capabilities allow you to configure the hosts for
monitoring, dictate how the datais collected, restrict user access, and build and edit
flexible rules to implement your business logic. The type and range of administration
steps depends on the complexity of your monitoring needs.

The Foglight browser interface includes a set of dashboards that have administration
capabilities. To access them, your user account must belong to a group with the
Administration role. Administrators can manipulate agents, rules, derived metrics,
registry variables, cartridges, types, and scripts.

In most environments, one of the first things you are prompted to do after installing
Foglight and logging in to the browser interface isto install avalid license. Next, you
configure email actions, to ensure that Foglight can send emails to interested parties
when pre-defined thresholds are reached. If you also handle user access, you can create
user accounts and assign the appropriate permissions.

Important For more information about specific tasks, or additional technical information about the
features described in this chapter, see the reference topics accessible from the
applicable section in the Administration and Configuration Help. For example, to find out
more about Foglight licensing, in the browser interface, open the Help tab in the action
panel, and from there, navigate to Using Foglight > Administration and
Configuration Help > Configuring Foglight for Initial Use > Managing Users and
Security. You will find a list of reference topics at the bottom of the page.

Logging in to Foglight

Foglight user interface runsinside a Web browser. Before you log in, you need to ensure
that your Foglight Management Server is up and running, and to obtain your user name
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and password. The default account, foglight/foglight, provides full accessto the browser
interface.

You can access the browser interface by opening aWeb browser instance and navigating
to the Foglight server URL, which uses the following syntax: http://
<localhost>:<port>, where localhost and port are the name of the computer and port
number on which the Foglight Management Server isrunning. The security settings
associated with your user account determine which dashboards you can access.

Thefirst time that you log in to Foglight, the Welcome page appearsin the display area.

welcome to Foglight Ge Tuesday, January 12, 2010 1052 AM - 2:52 PM 4 hours +

@ Welcome to Foglight

Faglight manages application and end-user perfarmance by manitaring, alarming and reparting on your IT environment, Once yvou have Foglight
deployed, you can visw your enterprise from a variety of perspectives, including services or domain-based organizations.

' ¥iew Your Enterprise Health

*Choose one of Foglight's pre-defined views to summarize the overall health of your IT infrastructure.

__Ejl Configure Alarm Reporting

~Canfigure the mail server and assign email routing For Foglight slerm notifications.
~Canfigure blackout period to suspend manitoring actiities,

Report on Your Enterprise
- Generate a report right now, build custom reports, schedule out-of-the-box or custom reports to run automatically, and view
historical reports,
“There are na reports scheduled to runin the next 7 days,
Do More with Foglight
~Create custom services, build new dashboards and access other administrative functions in Foglight,

¢ Tap Into the Foglight Community
2 Read blags about Foglight and participate in Forums about extending and working with Foglight,

The appearance of the Welcome page depends on your user permissions. If your user
account belongs to group that has the Administrator role, thisiswhat you see when you
log into Foglight for the first time. The Welcome page lists the common administration
tasks that you typically perform upon logging in to Foglight.

Managing Foglight Licenses

Foglight includes alicensing capability that restricts accessto only to those features that
are defined in the license file. A server installation requires alicense file that provides
access to the server-specific part of the browser interface and the features associated
withit.
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Some Foglight cartridges are license-protected, while others do not require alicense.
The cartridges included with the server do not require any additional license. The
Foglight Agent Manager and OS cartridges fall into this category. Some cartridges
installed on top of the server require alicense.

In atypical installation, you need alicense for the Foglight Management Server, along
with the license for each license-protected cartridge that exists in your monitoring
environment. If acartridge requires alicense, you must install the license on the server
immediately after installing or upgrading that cartridge. Foglight allows you to install a
license-protected cartridge on the server prior to installing its license, however it
disables the cartridge until avalid cartridge licenseisinstalled.

You can install and manage Foglight licenses using the Manage Licenses dashboard. To
access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Setup & Support > Manage Licenses.

Hansgs Licanons

3 High Awsstability ¥ Enabied Postsemance Calendars ¥ ¢
& LowP Integration arT Feguost Troce Anstysts %
& Data Archivieg Tremiieg ¥

Configuring Email Notifications

Foglight uses email notifications to send reports or alarm-related messages to email
recipients when certain threshol ds are reached. This can happen, for example, when a
rule enters a particular state. Foglight can also send reports to email recipients.

Email settings are stored in the Foglight registry. To ensure delivery of email messages
to selected recipients, configure Foglight to use your email server along with an existing
email account. This can be achieved using the Email Configuration dashboard. To
access this dashboard, from the navigation panel, choose Dashboards >
Administration > Setup & Support > Email Configuration.
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Email Canligurstion

sEmail Configuration

Managing Users and Security

Foglight controls user access using the concept of users, groups, and roles. Each user
can belong to one or more groups. The roles assigned to those groups determine the set
of actionsthat the user has access to. For example, if your user account belongsto a
group that includes the Administration role, you can access the administrative
dashboards in the browser interface.

Each Foglight user has a user name and a password and can belong to one or more
groups. Foglight can store user passwords on the Foglight Management Server, or in an
external directory.

The Users & Security dashboard allows you to manage user access. To accessthis
dashboard, your user account must belong to a group with the Security Administration
role. To access this dashboard, on the navigation panel, choose Dashboar ds >
Administration > Users & Security.
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Users & Security Managemen Monday, by 12, 3000 700 &M+ 8330 AM & hours +

3 Lsars & Security Management

Use this dashbosrd to maruge usars, grouds, and roles, nd to configure passrord polcy settings and LOWP

“3 ““;”“flk.m. )
G .’ :

MYy Manage Users, Groups, Roles

o There are 1 usens (0 mansged by Active Daectony)
There are 4 grouses (0 managed by Active Drector
Thess aee 3 roles.

[Er] Password Policy Settings

Usa the Configure Pasoord Settings deshboard to et arry polies that you want to change.

ices Settings

Servicns dashboard to edt any LDAP sektings o interate Foghoht with Actve Cirecory

.3 User Session Settings

Configure how long uiers are sloved o be nactive before they ane kgged out
Cumently ussrs tré haver kigged ok,

From there, to start managing user access, click Manage Users, Groups, Roles.

T dudminsuration » Unirs & Seowry Minsgamans  User Masagessent Tharduy, Aped 15, 3910 11:30 &4 - 330 B  hours 1

ous L creste uvers mterialy or mmpor thess usng LDAP, Tou can place &

Lisers 51 R

[+ [T

r e tocsa P iy wonps Rk tasiogmn Type
=

- foghght

I operstor

Configuring password settings

Password settings define the restrictions that apply to passwords for Foglight users.

Foglight allows you to specify similar policiesfor its passwords and usersthat are likely
in place in your corporate environment, including:

» password expiry dates and user warning
» password retries before user lockout
» password length, complexity, and reuse of old passwords

 user name length policies

To view and edit password settings, on the main Users & Security Management
dashboard, click Password Policy Settings.
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Haragement + Coaligure Passirerd Sertings

Settngs

rds that will be remembered
arme length
before password cxpiry to wam user

Usier ¢ hum sty i rvinastes. (hocgin s Lasl il b esepirees )

Configuring directory services

Foglight supports the Lightweight Directory Access Protocol (LDAP version 3). This
security feature allows Foglight to access user account information that is stored in an
external directory. The following directory services are supported:

e Active Directory

e Sun Java Systems Directory Server
e OpenLDAP

* Novell eDirectory

You need to be familiar with the detail s of your LDAP directory service to perform this
configuration. After configuring the LDAP directory service, Foglight creates a user
account each time an LDAP user successfully logsinto Foglight for the first time. Any
password changesin the LDAP directory service are transparent to Foglight. After a
user's password changes in the directory service, that user can log into Foglight with the
new password while any attempts to use the old password fail. If a user account is
removed from the directory service, any login requests with those credentialsresultin a
failure. Similarly, if the LDAP authentication service is down, Foglight cannot
authenticate any of the users whose accounts are defined in the LDAP directory service.
Any internal Foglight users, such as the default foglight account, or any accounts that
you create, are unaffected during L DAP authentication interruptions.

You can track user login credentials using the User s tab, accessible from the User
Management view. Thistab lists the users who have logged in to Foglight using their
external account credentials.

To view and edit external directory settings, on the main Users and Security dashboard,
click Directory Services Settings.
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Configuring user sessions

A user session takes place during the time a user is logged in to the Foglight
Management Server. Depending on your needs, you can configure Foglight to log out
any usersthat are inactive after a specific period of time, or have user sessions that
never time out.

Ok | _Cancd

Suspending Alarms and Data Collection

A blackout isa period of time where normal monitoring activities are suspended due to
some administrative preference. Blackouts are commonly created to prevent frequent
aerts during scheduled maintenance periods.

Foglight collects data about your system and dynamically builds topology models at
run-time. A topology model consists of nodes, where each node is a topology object
instance. The Blackout Configuration dashboard allows you to suspend alarms and data
collection for a specific period of time. Suspending alarms involves assigning blackout
periods to topology objects. Suspending data collection is dightly different in that it
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involves assigning blackout periods to specific agent instances. An agent blackout is a
scheduled event during which the agent does not collect data for the duration of the

schedule.

Unlike agent blackouts, topology object blackouts do not interrupt the data

collection for the object to which the blackout is assigned. Blacking out a topology
object means that no rules analyze that object for the duration of the blackout. For more
information about topology models, see the Getting Sarted Guide.

Blackouts can be applied to dynamic managed components or services. If an object
becomes part of ablacked out dynamic managed component or service, it isincluded in
the blackout, even if the blackout is already in effect. Similarly, if an object is removed
from a blacked out service or dynamic managed component during the blackout, it
ceases to be blacked out.

Caution

In addition to the features provided by the Blackout Configuration dashboard, topology
and agent blackouts can also be configured using the command-line interface. However,
the mechanism for creating blackouts using this other method is independent. It is not
recommended to use both methods on the same Foglight Management Server. If you
choose to use the command line for creating blackouts, delete all blackouts created with
the command line before using the browser interface. If you want to switch from the
command line to the Blackout Configuration dashboard, use the conversion script to
convert the existing blackouts created with the command line. This way all blackouts can
be managed in one location. To see a list of existing blackouts that are created using the
command line, issue the topology:blackouts and agent : showschedule
fglcmd commands. For more information about these commands, see the Command-
Line Reference Guide. For more information about the conversion script, see the
Foglight Upgrade Guide.

You can configure blackouts as recurring events, by associating them with an existing

schedule,
To access
Administ

Elackou Conliquration

= Create

ye

Q Create a One-Time

or asone-time events. Existing blackouts can be del eted or edited, asrequired.
this dashboard, from the navigation panel, choose Dashboar ds >
ration > Setup & Support > Blackout Configuration.

e 6. 1080 113312 AM EDT

and Remove Blackouts

Srhedis Name

Sobecun State Inchaers Chikdren Ty
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Additional Configuration Features

The administration interface comes with a set of dashboards that show run-time details,
such as audit logs and diagnostic data that can be sent to Quest Support. Additionally,
you can view host connection status, port numbers, database properties, and manage
data collection blackouts and server support bundles.

Managing Support Bundles

Foglight allows you to gather diagnostic data and save it as a collection of files, called
support bundle. Support bundles can be forwarded to Quest Support, upon their request.
There are two types of support bundles: server support bundles and Foglight Agent
Manager support bundles.

Each server support bundle contains a diagnostic snapshot of the Foglight Management
Server, log files, and alist of cartridges installed on the Foglight Management Server.
Foglight saves each server support bundle as a.ZIP file in the <foglight_home>/
support/<user_name> directory on the machine hosting the Foglight Management
Server. Foglight Agent Manager support bundles contain diagnostic data about the
monitored host. When you create a monitored host support bundle, Foglight Agent
Manager savesthisdatain aZIP filein the <foglight_agent_mgr_home>/state/default/
support directory on the computer hosting the Foglight Agent Manager.

The Manage Support Bundles dashboard allows you to create server support bundles,
and to download, or delete Foglight Agent Manager and server support bundles. Usethe
Foglight Agent Manager Support Bundle dashboard to generate and download host
support bundles. To access the Manage Support Bundles dashboard, from the navigation
panel, choose Dashboar ds> Administration > Setup & Support > Manage Support

Manaye Suppert Bundies
Create Support Bundle =
Croate Bundln

Suppart fundle Inventony Showing 1 - 1 af 1 bundlas a¢ of Apr 06, 2010 15:47:29 Refoash &
Filter by M | Beacription | Covated [
Created by Cloar Filters
Hame Dewription Craatsd v Crmated Hy
support_bundle_torbidtp0d_foglight_ My support bundle Apr 08, 2010 15:50:19 foglight ® fl

=

Salact All Sebect Hone
=

To access the FgIAM Support Bundle dashboard, from the navigation panel, choose
Dashboards > Administration > Agents > FgIAM Support Bundle.
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Faqlighs Aqess Munsger Suppart Nusdle Mndiy, dgel 1L, 2010 9108 AM - 1110 EM Shinrs

lim Foglight Agent Manager Support Bundle

arvager For which vou wark bo generate 3 Support bundie. The action il be.

Viewing Host Connection Status

Foglight uses the Foglight Agent Manager to communicate with monitored hosts. The
Connection Status dashboard lists agent manager components that are connected to the
server. For each agent manager instance, the list shows the host’s | P address, login time,
reguest name, and request time.

To access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Setup & Support > Connection Satus.

[ Staun

connoctian Status Showing 1 - 1 of 1 connections as of apr 21, 2010 1120049 PN
Client B & Logh Tima Pt Tinea

10.4.100.7 [Apr21, 2010 0%:41:26 Ieonsolel adenin/ support/ connect Apr 21, 2010 11:20:48

St AN Sl | Mo

Viewing Audited Entries

Foglight generates security and change logs that contain information about the users
who are authenticated upon logging in to Foglight, user management, or configuration
changes, such as changes to Foglight registry and rules. You can use the View Audit
Information dashboard to look at individual log entries. Each entry shows the date and
time at which the operation is performed, name of the user who initiated the operation,
name of the service that performed the operation, and the operation name.

To access this dashboard, from the navigation panel, choose Dashboards >
Administration > Setup & Support > View Audit I nformation.

Wiesr Audin Infarmation Tumsdey, Aped &, TR 115488 . SELEM d

-]
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Viewing Configuration Details

Foglight configuration settings include the basic environment parameters for host and
port settings, virtual memory, server federation, and many others. Other types of
settings reflect the version and patch level of various components such as the Foglight
Management Server, WCF, and JVM versions; these settings cannot be changed unless
you choose to upgrade to a higher version of Foglight. Additional display-only settings
indicate the OS of the computer on which the Foglight Management Server isinstalled,
and its patch level.

The configuration values are set in the foglight.config file and the Foglight registry. For
example, the database settings are typically set in foglight.config, while globa mail
settings are specified in the Foglight registry. Editing the configuration file requires a
restart of the Foglight Management Server in order for these changes to take effect.
Changes to the Foglight registry do not require a system restart.

Foglight configuration settings can be viewed using the Foglight Configuration
dashboard. To access this dashboard, from the navigation panel, choose Dashboards >
Administration > Setup & Support > Management Server Configuration.

Foghaht Conliquration Tuasday, Aped 6, 3010 1153 AM - 355 BM & boars +

Federation =
Made Tardaane
Version 5.5.5
I
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Extending Your Monitoring Reach
with Foglight Cartridges

Each Foglight cartridge contains extensions for monitoring a specific environment, such
as applications, operating systems, or database management systems. Cartridges are
installed on the server. A cartridge can contain one or more agents that are used to
collect data from monitored environments.

Important For more information about specific tasks, or additional technical information about the
features described in this chapter, see the reference topics accessible from the
applicable section in the Administration and Configuration Help. For example, to find out
more about managing Foglight cartridges, in the browser interface, open the Help tab in
the action panel, and from there, navigate to Using Foglight > Administration and
Configuration Help > Extending Your Monitoring Reach with Foglight Cartridges >
Managing Foglight Cartridges. You will find a list of reference topics at the bottom of
the page.

Managing Foglight Cartridges

A Foglight Management Server installation includes a set of default cartridges that
contain models, views and monitoring policies. In addition to the server-specific
cartridges, there are other types of cartridges that are distributed separately from the
server. They extend the server’s monitoring capabilities, allowing you to monitor
specific types of environments, such as operating systems, processes, databases,
applications, hosts, and others. These types of cartridges typically include agent
packages, agent adapters, monitoring policies, and dashboards.

A cartridge monitoring policy contains settings that help Foglight analyze the data that
the agents collect, such asrules, registry variables, schedules, and derived metrics. The
itemsincluded in the monitoring policy are specific to each cartridge type. The
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dashboardsincluded with a cartridge allow the information collected by the agentsto be
displayed in aunified view.

The Foglight Management Server includes the Cartridge Inventory dashboard, which
contains controls for installing, enabling, disabling, and uninstalling cartridges, and for
viewing information about the installed cartridges. To access this dashboard, from the
navigation panel, choose Dashboards > Administration > Cartridges > Cartridge
Inventory.

Cartridge Invemer ¥ Jan 14 2010 102251 AM EST
Ingtall Cartridge
& File on Local Computer
[ Browse...
© File on Server [
[ Enable on install
Install Cartricga
Shawing 3 - 10 of 22 Cartridges a¢ of Jan 14, 2010 09:18:1% ~iren
ier by Cortridge Mams | varitin Cors Tipe
Irvstalied Cartricigas w | Chires Fibins
Stabut Cartrides Mame o Veusion
"] 554 |
"] 5.5.4
] 1.5.0.16 J
"] 5.5.4
(7] 554
"] ] 1.0.1
] D:Apchelv 554 -
UniM‘n‘lSBIel’edl elected| Digable Salactad |Select AN Select Hone

Some cartridges include additional components, such as agent installers or additional
configuration files. After cartridge installation, these components are available for
download from Foglight Management Server using the Components for Download
dashboard. To access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Cartridges > Components for Download.

Compeaents ler Deveadaad D 4, 2008 L2067 PM EST
Compenents for Downtoad  Showing 1 -2 of 2 files a5 of Dec0d, 2008 12:21:59 rafresh
L I T
o | Architedes | Cwmponent Trpe  [rritabers. - CIeanlherel
[ Cartridge Hame. Component Hame 3 Sachecture Lol
PePTpkcthn B SNMPTrapAction Wi m
femwndows-itom  FgiAM Installer windaws iaaz m
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Configuring Foglight Agents for Host Monitoring

Foglight agents collect data from monitored environments and send it to the
Management Server. Each agent type can monitor a specific part of your environment,
such as an operating system, application, or server. Foglight cartridges that you install
on the server include one or more agent types. Foglight also includesinternal agentsthat
monitor Foglight components and services.

Foglight uses the Foglight Agent Manager to communicate with monitored hosts. A
server installation includes an embedded Foglight Agent Manager. The embedded
Foglight Agent Manager starts up and stops with the Foglight Management Server. This
embedded instance can be used to monitor the host on which the Foglight Management
Server isinstalled. To monitor additional hosts in your environment, most cartridges
first require a Foglight Agent Manager installation on each host computer.

After installing and enabling a cartridge, and downloading remaining cartridge
components, deploy its agent package to each host running Foglight Agent Manager
you want to monitor. After deployment, create an agent instance for each monitored
host, edit the agent’s properties, and start its data collection. See the Installation and
Setup Guide set for information on installing Foglight Agent Manager on the hosts you
want to monitor.

There are two dashboards that allow you to deploy agent packages and create agent
instances: Agent Status and Agent Hosts. Use the Agent Hosts dashboard to deploy
agent packages and create agent instances on multiple hosts. The Agent Status
dashboard allows you to perform these operations one host at atime.

To access the Agent Host dashboard, from the navigation panel, choose Dashboar ds >
Administration > Agents > Agent Hosts.

Agent Hasts

Agent Hosts Showing 1 - 2 of 2 Hosts as of Aug 10, 2007 13:16:59

Filter by Wsstname. o5 mame |

To access the Agent Status dashboard, from the navigation panel, choose Dashboar ds >
Administration > Agents> Agent Satus.
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Editing Agent Properties by Type

When an agent connects to the Foglight Management Server, it is provided with a set of
properties that it uses to configure its correct running state. Foglight stores agent
properties on the Foglight Management Server.

Default versions of agent properties are installed with the cartridge. You can edit the
default properties, create sets of properties that apply only to a specific agent instance,
and create edited clones of property sets that are used by a subset of the agents of a
certain type.

There are two types of agent properties: Primary properties are included in the agent
component and their settings can be specific to the agent type or the agent instance. If
you do not change agent properties for an instance, Foglight uses the default properties
that come with that agent type. Secondary properties are type-specific and are global in
nature, which means that any changes to them affect all instances of that agent type. To
make lists instance-specific, clone alist and set the agent property to use the cloned list.

Any passwords that are defined in agent properties are encrypted. Thisfeatureis useful
in situations when a database password is defined in agent properties, and there are
multiple databases in your environment, for example, a Foglight database and a
production database. Encrypting database passwords prevents unauthorized database
administrators from accessing the database.

Agent properties can be edited using the Agent Properties dashboard. You can useit to
edit the properties globally, for all instances of the same type, or only for a specific
agent instance. To access this dashboard, from the navigation panel, choose
Dashboards > Administration > Agents > Agent Properties, or select an agent
instance on the Agent Status dashboard and click Edit Properties.
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Viewing Agent Adapters

Foglight uses agent adapters to communicate with agents that collect information from
monitored hosts. The majority of Foglight agents use the Foglight Agent Manager.
There are some agents that use other types of agent adapters, such asthe Java EE Agent.

The Agent Adapters dashboard allows you to view information about agent adapters
and to activate or deactivate them, if instructed by Quest Support. To accessthis
dashboard, from the navigation panel, choose Dashboar ds > Administration > Agents
> Agent Adapters.
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Administering Foglight

This chapter focuses on recommended maintenance tasks that ensure optimal Foglight
performance. It also describes the starting points in Foglight administration.

Important For more information about specific tasks, or additional technical information about the
features described in this chapter, see the reference topics accessible from the
applicable section in the Administration and Configuration Help. For example, to find out
more about the Administration home page, in the browser interface, open the Help tab in
the action panel, and from there, navigate to Using Foglight > Administration and
Configuration Help > Administering Foglight > Using a Single Pane of Glass for
Your Administration Needs. You will find a list of reference topics at the bottom of the
page.

Performing Standard Maintenance Tasks

This section describes the standard maintenance tasks that should be performed to
ensure a stable Foglight system. This simple guidance can help Foglight administrators
to optimally and consistently perform their administrative tasks. Successful ongoing
management of an enterprise-class Foglight implementation requires formal Foglight
administrator training from Quest professional services.

Asastarting point, this section assumes a stable installation which, at minimum,
contains the following configuration components:

« A physica or virtual server, appropriately sized to ensure that it has appropriate
resources required to support the monitoring requirements.

« Aninstalled Foglight Management Server, properly tuned to meet the monitoring
requirements.

« Theinstallation of Foglight Agent Manager components and Foglight monitoring
agentsin the monitored landscape.
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» Tuned collection rates and other agent properties. Thisisrequired for Java
environments.

» A configured SMTP server, to ensure that the system is capable of sending email
notifications.

» A defined back-up strategy that can be regularly executed.
e Tuning of the rules to adjust alarm thresholds.

Finally, this section addresses the ongoing maintenance tasks required to ensure your
Foglight Management Server stays operationally healthy.

Generally speaking, most of the tasks required to ensure a stable installation can and
should be automated. For example, there is not much value in asking a Foglight
administrator to log in only to ensure it is running or check to seeif there is enough
memory when rules and automated emails can be generated to notify administrators of
potentially worrisome conditions. As such, the first part of this section identifies the
automatabl e self-monitoring options that should be configured. The rest of the section
covers:

« Themanua processes to check health state of the automatable functionsin the
event that you do not choose to configure the notifications.

e Themanual processes that are required and cannot be entirely automated.

Recommended Self-Monitoring Automation

Foglight Management Server up/down status

A separate Remote Monitor process can be configured to watch the Foglight HA (High
Availability) process and notify an administrator in the event that the Foglight
Management Server process unexpectedly shuts down. Configure the Remote Monitor
process to ensure that an administrator is notified when the Foglight Management
Server shuts down. For more information about the Remote Monitor process and
running Foglight in HA mode, see the Installation and Setup Guide set.

Core-Monitoring Policy rules

A set of rules covering the critical health items for a Foglight Management Server is
delivered with the Core-Monitoring Policy cartridge, included with the server
install.This cartridge isinstalled and enabled during the server installation. Email
notifications should be set-up for each of the rules delivered in this cartridge. To
configure email notifications, use the Email Configuration dashboard. To accessthis



Administering Foglight 27
Performing Standard Maintenance Tasks

dashboard, from the navigation panel, choose Dashboards > Administration > Setup
& Support > Email Configuration

Daily Maintenance Tasks

Each of the following tasks helps to ensure that the Foglight Management Server is
stable and is operating normally.

Assuming you have automated self-monitoring as directed above, thereis no need to
perform the checks described below.

If you have not automated self-monitoring, you must use the manual technique below,
checking each item at least once daily.

Foglight Management Server

Validate that the Foglight Management Server is running by logging into the
Foglight Management Server on adaily basis.

Validate that the Foglight Management Server is operating within basic resource
and operational guidelines by checking the Alarms dashboard for any alarms
raised by the following rules:

e Catalyst Data Service Discarding Data
e Catalyst Database Space Checking

e Catalyst Free Database Space Checking
« Foglight Garbage Collector Check

* Foglight Memory Usage Check

« Foglight Topology Size Limit Reached

For context on the key resource requirements and their effect on the Foglight
Management Server, see the Performance Tuning Field Guide.

Foglight Agents and Agent Manager

Validate that al Foglight Agent Manager Instances are running by checking the
Alarms dashboard for any alarms raised by the following rules:

¢ Remote Agent Manager State

¢ Remote Agent Managers State per Host

Validate that all agents are running and collecting data by checking the Alarms
dashboard for any alarms raised by the following rules:
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¢ Agent Health State
e ldle Agent

Weekly Maintenance Tasks
Perform the following tasks once every week:

» Back-up the Foglight server and repository. This can be done more or less
frequently, depending on the specific backup and recovery strategy for your
Foglight installation.

« Review Foglight resource utilization trends to ensure there is not an increasing
resource consumption trend.

« Generate and review graphs from the seven-day performance report.
Automated approach: Schedule thisto generate weekly and email.

Manual approach: Manually create a report using the Report Manager and
review it.

Monthly Maintenance Tasks
Perform the following tasks manually, once every month:
* Identify and adjust thresholds for rules that may be firing too frequently.

» Evaluate the browser interface performance trends to ensure there is no negative
trend in the performance. While thereisinherent variability in all Foglight
installations, we expect a well-tuned Foglight installation to show less than five
second average response times on the following benchmark dashboards:

e Active Hosts Summary

e Administration

e Agents

e Agent Status

e Alarms

e Edit ruleview

e Services (All Alarms)

¢ Hosts (al hosts)

e Hosts (monitored hosts only)
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¢ Manage Rules
¢ Reports Manager

For more information about these dashboards, see the related online help topics.

Using a Single Pane of Glass for Your Administration

Needs

The Administration dashboard can be used as a front-end for most administration tasks.
This dashboard contains links to most of the administration dashboards and shows
configuration specifics that may be critical to your day-to-day operation. If your
Foglight role involves daily administration, thisis probably the best place to start as it
givesyou a quick insight into the system complexity and its health, along with close-at-
hand links to most administration dashboards.
Administration @ Thursday, April 15, 20100 10:50 AM - 2:50 PM 4 hours.
Navigation
(E- Sl L Rl g e
Properties Mekrics Audit Infarmation Server Performance Overview
Hosts Running Agents Metric Diagnostics Blackouts Scripk Agent Bulder
Support Bundles Thresholds Connection Status Scripk Editor
Adapters Topology Types Email
o
i Rt BB i e U8 " e
Component Dowrload Rule: Diagnostics
Varisbles
Current Statistics Federation High awvailability
[E& active fgents 15 || [z} Mode Standalone Status -
[) installed Cartridges 43 || B2 chidren [ [ peers 0
|‘;_va\.1\65 o License Information
3 users 2 active (2 tatal)
[1] Server version 555 (bulld: S55-20100415-0201) || [ nstelld Licsnses e
[ Server 05 sindows on agz || B8 Expred Livenses -
@Li\:&nses Expiring in 30 Days -0
You can access this dashboard from the navigation panel, by choosing Homes >
Administration.

In addition to the administration dashboards accessible from the Administration home
page and the Administration node on the navigation panel, Foglight includes another set
of administration-level dashboards that can be used to analyze logs, monitor the server
performance, and service levels, described in this chapter.
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Exploring the Data Model

Foglight collects data about your system and dynamically builds topology models at
run-time. A topology model organizes the datain away that represents the logical and
physical relationship between itemsin your monitored environment and provides the
context for the collected metrics.

Topology models consist of nodes, where each node is an instance of atopology object.
The nature of the monitored environment dictates the structure and complexity of each
topology model and the collection of available topology types. A basic server
installation includes a set of core topology types, and each installed cartridge adds to
that collection.

Use the Schema Browser dashboard to view information about the avail able data types,
their relationships in the data model, properties, and object instances. This dashboard
can help you to better understand the data model structure and learn about existing
object dependencies. To access this dashboard, from the navigation panel, choose
Dashboards > Management Server > Schema > Schema Browser.

Schema Browser = Tuesday, June 16, 2013 5§36 AM - 9:36 AM 4 hours *

Select 3 type to inspect. Search by Name Search | Clear Property Search |
Abstract AbstractlogMessags Agent ﬁ’
AgertHealthstate AgentState AgentStateObservation
Agentstatevaluz AgentTypeLicense AggregateMadellnstance

AggregateMadelRoot AIX_Console_ErrorLag AIX_Console_ErrorLog_Entry

AIX_Console_Errarog_Observation AIX_Console_Errariog_Observed_Vahe AIX_Console_sULog

AIX_Console_SULog_Ertry AIX_Console_5ULog_Observation AIX_Console_SULog_observed_talue

Alx ConsoleAgent AIX ConsoleAgent F4Table AIX Host -]

Details of abstract Wiew by: Properties | Ancestors | Descendants | Instances

If required, you can add custom topology types to the schema. For details, see
“Expanding Your Collection of Topology Types’ on page 45.

Managing Foglight Database Performance

In Foglight, retention policies define time periods during which the collected datais
sampled, persisted into the database, aggregated, or purged from your system.The Data
Management dashboard is useful for inspecting, purging, and deleting data objects, and
particularly for cleaning up objects that are no longer needed. For instance, if a set of
agentsis no longer required, the objects created by those agents are till visible in the
browser interface. Removing these objects can have a positive impact on performance.

Using this dashboard you can manually tune the size and performance of your
environment. Tuning performance manually allows you to:
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» Control the persistence policies of the Foglight Management Server by setting
retention policies and purging.

» Manualy inspect and adjust the amount of data that has been saved by showing
all topology objectsin the server and the metrics attached to them. You can then
delete unneeded objects and metrics.

» Purge objects that have been captured by the Foglight Management Server.

To access this dashboard, from the navigation panel, choose Dashboar ds >
M anagement Server > Servers> Data Management.

Data Manapement Tumsduy, by 13, 3500 S0 &M - L8 M 4 bours

Oy Data Management

Another way to control the retention policies on a per-object basisis using the Manage
Retention Policies dashboard. For more information, see “Managing Data Retention” on
page 44.

In addition to the Data Management dashboard that allows you to inspect and tune the
overall performance, the Database Overview dashboard summarizes the database
activities such as data row operations, database buffer pool, and any inserts, deletes, and
updates. To access this dashboard, from the navigation panel, choose Dashboar ds >
Management Server > Servers> Database Overview.

Danabare Dverviess Thrsday, Aprd 1, 2000 K29 EM . 429 BM & boars +

vee: (1041172431095 (ME0L) =

Dikabase Buffer Pool Sratus
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Monitoring Server Performance

Foglight manages host data sent from agents, and evaluates rule conditions and metric
calculations. It also provides browser interface access to remotely monitored servers.
The browser interface includes a set of dashboards that allow you to monitor the server
state and prevent potential bottlenecks.

The Performance dashboard contains at-a-glance view of Foglight diagnostics. It shows
the rate of database inserts, data processing activity, VM memory usage, server load,
and other combinations of views. Certain types of metric patterns displayed on this
dashboard can be useful in troubleshooting specific performance problems. For
example, asudden increase in free memory utilization is a good indicator that the
amount of incoming data exceeds typical thresholds. To access this dashboard, from the
navigation panel, choose Dashboar ds > Management Server > Diagnostic >
Performance.

Perfermance Dvervieu Wadazduy, Apell 36, 3000 720 A - Hose 4 boury

servre [104.117.243:1000 =
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The Management Server View dashboard is useful for examining server performance.
Useit to look for root causes of server-related performance problems. To access this
dashboard, from the navigation panel, choose Dashboar ds > M anagement Server >
Servers> Management Server View.
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The Management Server Metrics dashboard contains a data tree and a metric browser
that shows the metrics associated with the server. Useit to quickly determineif the
resources available to the server arein line with the pattern of process requests for a
given time period. For example, a performance slowdown can be caused by a decrease
in the amount of paging space or ahigh number of processesin the queue. To accessthis
dashboard, from the navigation panel, choose Dashboar ds > M anagement Server >
Servers> Management Server Metrics.

Change

Server log files are another source of information that can help you diagnose the root
cause of performance-related bottlenecks. They contain information about known
events and error conditions as well as verbose or informational messages. The Log
Analyzer dashboard allows you to analyze generated log files or download a selected
log file to a desired location. To access this dashboard, from the navigation panel,
choose Dashboar ds > Management Server > Diagnostic > L ogAnalyzer.
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Monitoring Foglight Agent Manager Performance

Foglight uses Foglight Agent Manager to communicate with monitored hosts. The
embedded Foglight Agent Manager can be used to monitor the host on which the
Foglight Management Server isinstalled. Your monitoring environment typically
includes a number of Foglight Agent Manager instances that are installed on different
hosts. You can monitor their performance using the Foglight Agent Manager
Performance Overview dashboard. For example, an unusually high number of pending
messages in the queue indicates a potential performance bottleneck. To access this
dashboard, from the navigation panel, choose Dashboar ds > M anagement Server >
Diagnostic > Foglight Agent M anager.

Falam Performance Overview
Tgham Dt ol
* Expand to Select More Foglight Agent Manager Chients

Associating Service Objects with Groups and Tiers

Foglight monitors specific parts of your environment based on the concept of services.
A serviceisacollection of monitored objects. An object group is a mechanism that
assistsin service creation and monitoring. It isalogical way of grouping objectsthat are
of interest to an individual user (for example, an Oracle database administrator), or to
multiple users of a system (for example, Oracle databases).
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Object groups can be associated with another logical component, tiers. Each tier isa
logical representation of a service component. A Foglight service can have one or more
tiers. By default, Foglight organizes data into default tiers, including User, Web,
Application, Database, Host, and Agent. Tiers allow you to structure servicesin away
that best represents your monitored environment. This type of logical structure helps
you isolate performance problems associated with a specific service tier. For example,
to investigate the state of the monitored hosts within the Host tier for a service, drill
down on the Host tier and investigate the hosts that are related to it. For more
information about services, see the Foglight User Guide.

The object groups that are needed for most service monitoring already ship with
Foglight. You can create additional object groups and associate groups with tiers using
the Object Groups and Tier Definitions dashboards. To access the Object Groups
dashboard, from the navigation panel, choose Dashboar ds > Services > Object
Groups.

Desorgnen Daka Type Query Condltiens 25 Disabled Creshed by Feghoht

To accessthe Tier Definition dashboard, from the navigation panel, choose Dashboar ds
> Services > Tier Definition.
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Backing Up and Restoring Foglight

Backup and restore processes are important aspects of database administration. The
term backing up refers to making copies of data that can be used to restore your system
after a data loss event. The backup process includes:

« Archiving the Foglight configuration file, scripts, and installed cartridges

¢ Backing up the entire database (MS SQL, MySQL, or Oracle)

« Verifying the settings of environment variables (Oracle)

e Saving the archive in a safe location, outside of the original installation

directory

Restoring a physical backup means reconstructing it and making it available to users.
You can restore a previous Foglight installation from a backed up copy of the original
environment.

For more information about backing up and restoring Foglight, see the related help
topics accessible from this section in the help.



Tuning Foglight for Optimal
Performance

Foglight Management Server and individual cartridges each come with a set of topology
types, data retention policies, rules, and calculations, that, in most cases, work out-of -
the-box. In more complex environments, your business case may require additional
tuning.

Important For more information about specific tasks, or additional technical information about the
features described in this chapter, see the reference topics accessible from the
applicable section in the Administration and Configuration Help. For example, to find out
more about the Foglight registry, in the browser interface, open the Help tab in the action
panel, and from there, navigate to Using Foglight > Administration and
Configuration Help > Tuning Foglight for Optimal Performance > Using Metric
Calculations in Foglight > Working with Foglight Registry Variables. You will find a
list of reference topics at the bottom of the page.

Using Foglight Rules to Report on Bottlenecks

Foglight uses flexible rules to apply your business logic to complex, interrelated data
from multiple sources within your distributed system. A ruleis a piece of businesslogic
that links a condition with aresult, for exampleif HTTP response time exceeds 500 ms,
fireawarning alarm. A rule can includes a scope and one or more conditional
expressions, alarm messages, and actions. The scope defines the set of topology objects
against which it runs. The conditional expression definesthe thresholds, that, if reached,
cause the rule to fire. Conditional expressions can include registry variables, raw
metrics, derived metrics, and topology object properties.

There are two types of rulesin Foglight: simple rules and multiple-severity rules.
Simple rules do not generate alarms, they fire and invoke actions when their conditions
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are met. Multiple-severity rulesinclude up to five severity levels and generate alarms
when the condition associated with any one of its severity levelsis met.

Each severity level can haveits own set of variablesthat you can use in alarm messages.
Unlike registry variables, which are global in nature, severity-level variables are only
accessible to the severity level in which they exist. For example, a Warning-level
variable that contains alarm text can only be referenced by the alarm message defined
for the Warning severity. Critical- or Fatal-level alarm messages, associated with the
samerule, do not have accessto thisvariable.

Severity levels can be associated with actions, causing them to occur each time a
threshold is reached. Foglight comes with different types of actions, such as email,
command, script, and other types of actions.

Rules have four types of triggers: data-, time-, schedule-, and event-driven triggers. If a
rule has a data-driven trigger, one or more of its conditions are evaluated every time the
data associated with the ruleis collected. Thisisthe default trigger. A time-driven
trigger causes one or more of arule's conditions to be evaluated once per pre-defined
interval. By default, Foglight evaluates time-driven rules only if the evaluation datais
available. Event-driven triggers cause the rule conditions to be evaluated as a response
to one of the following events. AgentManagementSystemEvent, AlarmSystemEvent, or
ReportGeneratedEvent. Schedul e-driven triggers cause the rule conditions to be
evauated during a selected schedule.

Many rules come included with Foglight and installed cartridges, such as Agent Health
Sate, BSM All Events, Catalyst Data Service Discarding Data, and others. If the
existing rules do not meet your needs, you can create a new one and add it to therule
collection.

You can create and manage rules using the Manage Rules dashboard. A typical
installation can include alarge number of rules. The Manage Rules dashboard lists al
rulesthat exist in your environment, and allows you to drill down to rule definitions. To
access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Rules & Notifications > Manage Rules.
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To obtain additional diagnostics about rule behavior and how they affect your
monitoring environment, use the Rule Diagnostics dashboard. From here, drill down to
aspecific rule and explore the objects are affected by the rule, or find out how many
times arule was executed against a specific object. This can help you understand rule
behavior and debug any problems associated with a particular rule. To access this
dashboard, from the navigation panel, choose Dashboards > Administration > Rules
& Notifications > Rule Diagnostics.

Rule Diagnostics Apr 14, 2000 12:11:13 PM EDT
E‘C—?/ Rule Diagnostics
Select a Ruls from the table below to view the Rule's definition and diagnostic information,
Search B~

Hame o Scope Trigger Rulettes Cartridge Carlridge Yersion Is Active
Agent Health State Agent : agentID 1="0" Time Driven 2 Core-MonitoringPolicy  5.5.5 & -
AgentMsgs AppMonitor_AgentMsos Daka Driven 0 ©3-AppMonitor 5.5.4 &
BSM All Events Event Driven L) B5M-Integration 5.5.5 [x]
Capacity windows_System_FileSys_Table Data Driven 1 O5-Windows_System  5.5.4 &
Catalyst Database Space Checking CakalystDatabase Daka Driven 1 Core-MonioringPolicy | 5.5.5 [
Catalyst Data Service Discardng Data  CatalystDataService Time Driven 1 Core-MonioringPolicy | 5.5.5 [
Catalyst Free Database Space Checking | CatalystTablespace Daka Driven 0 Core-MonioringPolicy | 5.5.5 7]
Clear Old LogFilker Alarms Time Driven 1 Core-MarnitoringPolicy  5.5.5 [7]
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Using Metric Calculations in Foglight

In addition to building topology models at run-time using the data collected from
monitored systems, Foglight has a unique capability to apply pre-defined cal culationsto
the collected metrics. Metric calculations are typically scoped to specific parts of the
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topology and their values can change over time. They can be reused in expressions to
simplify their syntax and speed up system deployment.

Working with Derived Metrics

A metricisaspecific value that is measured over time. There are two types of metricsin
Foglight: raw metrics and derived metrics. Raw metrics are collected directly from your
monitored environment and sent to the Foglight Management Server. Derived metrics
are calculated from one or more raw or derived metrics. They are scoped to a topology
type and can optionally be scoped to specific objects of that type. Many derived metrics
come included with Foglight and installed cartridges. If none of the existing derived
metrics meet your needs, you can create a new one and add it to the derived metric
collection.

There are many reasons why it can be useful to create derived metrics. For example,
creating derived metrics can make managing rules simpler by reusing metric
expressions.

You can create and manage derived metrics using the Manage Derived Metrics
dashboard. A typical installation can include alarge number of rules. The Manage
Derived Metrics dashboard lists all derived metrics that exist in your environment, and
alows you to drill down to derived metric definitions. To access this dashboard, from
the navigation panel, choose Dashboar ds > Administration > Data > M anage
Derived Metrics.

Fanage Derived Merics Jin 34 291D 14632 PRIEST

Showing 1 - 11 of 51 Derived Metrics as of Jan 14, 2010 13:06:35 Relroih (&
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To obtain additional diagnostics about derived metric behavior and how they affect your
monitoring environment, use the Derived Metrics Diagnostics dashboard. From here,
drill down to a specific derived metric and explore the objects that are affected by the
derived metric, or find out how many times aderived metric has been calculated against
a specific object. This can help you understand derived metric behavior and debug any
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problems associated with a particular derived metric. To access this dashboard, from the
navigation channel, choose Dashboards > Administration > Data > Derived Metrics
Diagnostics.

Derived Metrics Diagnostics Apr 14, 2010 1211433 PMEDT
|lg;‘) Derived Metrics Diagnostics
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Working with Metric Thresholds

Threshold levelsin metrics are useful in situations when you need to reference a
specific metric value multiple times, for example in derived metrics or rules. Each
metric can have onethreshold associated with it. A threshold is always associated with a
threshold level. Threshold levelsrefer to a particular state of monitoring entities, such as
agent states, alarm severities, and others. Each threshold level includes a unique set of
threshold bound levels that are specific to that level. For example, the threshold level
AgentState comeswith severa bound levelsthat relate to agent states, such as
Running and Collecting Data.

Creating athreshold involves selecting a metric and defining values for threshold
bounds. A bound level value can be a constant value, aregistry variable, or another
metric of the same topology type. As datais sampled, Foglight evaluates the metrics for
which threshol ds are defined, matching their run-time val ues with bound-specific values
in pre-defined order, and performs actions when specific bound levels are reached.

You can create and manage thresholds using the Manage Thresholds dashboard. To
access this dashboard, from the navigation panel, choose Dashboards >
Administration > Data > Manage Thresholds.
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Working with Foglight Registry Variables

The Foglight registry isacollection of variables. Their values can be used for evaluation
or comparison in monitoring entities and thus often determine evaluation outcome and
triggered actions. The Foglight registry is not related to the host’s OS registry (for
example, the Windows registry).

Rule conditions, for example, and their expressions can reference registry variables. A
registry variable can have aglobal valuethat isavailableto al topology types and
objects. It can also have one or more values associated with specific topology types or
objects, or calendar dates. For example, your organization can have different
administrators looking after different hosts. To configure Foglight to send host-related
emails to appropriate recipients, scope the sysapmIN variable to the monitored host
instances and associate an email address with each host.

Many registry variables come included with Foglight and installed cartridges, including
AvailabilityCritical, AvailabilityFatal, AvailabilityTarget, and many others. If the
existing registry variables do not meet your needs, you can create a new one and add it
to the registry variable collection.

You can create and manage registry variables using the Manage Registry Variables
dashboard. To access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Rules & Notifications > M anage Registry Variables.
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To find out the value of aregistry variable for aparticul ar topol ogy type or object during
a specific time period, use the Check Registry Value dashboard. To accessthis
dashboard, from the navigation panel, choose Dashboar ds > Administration > Rules
& Notifications > Check Registry Value.
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Associating Metric Calculations with Schedules

A schedule consists of one or more schedule items. Each schedule item includes a start
date, an end date or atime range during which it runs, a recurrence pattern, and the
range of recurrence. A default Foglight installation includes a number of schedules,
including Always, Business hours, Business week, and many others.

Rules, registry variables, derived metrics, and other Foglight components use schedules
to initiate calendar-driven actions. For example, aregistry variable can have multiple
values, each associated with a specific schedule. If none of the existing schedules meet
your needs, add a new schedul e to the existing collection and associate it with the
registry value.
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You can create and manage schedules using the Manage Schedules dashboard. To
access this dashboard, from the navigation panel, choose Dashboar ds >
Administration >Schedules > M anage Schedules.
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Managing Data Retention

Retention policies allow you to define how monitoring datais aggregated and for long it
is kept before being purged from Foglight. All topology objects in Foglight form a
hierarchy whose root is the super-type Topologyobject. Retention policies are
inherited from the object’s type. These policies may be overwritten, in which case the
modification appliesto all child typesin the hierarchy.

In addition to retention policies, the collected data has additional life-cycle properties
that are defined in storage-config.xml. Thelife cycle involves several iterations of data
collection, aggregation, and storage in database generations. Database generations are
database structures that store aggregated data for a specific period of time.

For example, the default retention policy associated with TopologyoObject causesthe
collected data to be rolled up to 15-minute periods after the age of 15 minutes, and
stored in Generation 1 for three days. From there, four-hour interval dataisrolled up to
one-hour periods, and then stored in Generation 2. After 14 days, 5-day interval data
from Generation 2 isrolled up to four-hour periods and stored in Generation 3
indefinitely, or until it is purged.

If thereis no existing retention policy for atopology type, that typeinheritsthe retention
policy from its parent type. If no policies exist within the entire hierarchy, the type
inherits the policy from the Topologyobject type. Conversely, setting aretention
policy for atopology type completely overrides any policy it inherits from a super-type,
and is applied to all sub-types of that topology type.
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You create and manage data retention policies using the Manage Retention Policies
dashboard. To access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Data > Manage Retention Policies.
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Another way to control the retention policiesis through the Data Management
dashboard. This dashboard allows you to control system-wide retention policies and to
delete unwanted data from the database as a performance-tuning measure. For more
information, see “Managing Foglight Database Performance” on page 30.

Expanding Your Collection of Topology Types

The set of topology types that exist in your environment depends on your monitoring
needs, reflected in the type and nature of cartridges that you use for data collection. If
you need additional topology types, you can add them to Foglight.

The following example shows the syntax for defining atopology type:

<type name="ApacheSvr_Transactions" extends="F4Table">

<property name="IntervalTransactions" type="Metric"
is-containment="true" />

<property name="TransactionRate" type="Metric"
is-containment="true" />

<property name="TransactionTag" type="String"
is-identity="true" />

<property name="TransactionThroughput" type="Metric"
is-containment="true" />

<property name="TransactionThroughputRate" type="Metric"
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is-containment="true" />
</type>

The Add Topology Types dashboard allows you to add new topology typesto your
topology model and to validate them. To access this dashboard, from the navigation
panel, choose Dashboards > Administration > Data > Add Topology Types.
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You can explore your database schema using the Schema Browser. For details, see

“Exploring the Data Model” on page 30.
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Customizing Your Environment
with Foglight Tooling

Foglight comes with a set of advanced administration features that allow you to address
your monitoring needs beyond typical pr day-to-day use. These featuresare described in
this chapter.

Important For more information about specific tasks, or additional technical information about the
features described in this chapter, see the reference topics accessible from the
applicable section in the Administration and Configuration Help. For example, to find out
more about script agents, in the browser interface, open the Help tab in the action panel,
and from there, navigate to Using Foglight > Administration and Configuration Help
> Customizing Your Environment with Foglight Tooling > Building Script Agents.
You will find a list of reference topics at the bottom of the page.

Merging Host Objects

Merging two or more hosts refers to the ability to consolidate data for those host objects
using host aliasing rules.A host aiasing rule includes one or more property matching
filtersthat select the topology objects that are to be merged, along with the logical
definition of the merge operation. Property matching filters can only reference a subset
of the entire property set for a topology type such as String or Boolean properties.

Smple merging rules contain one stand-alone rule. They are used to merge one or more
host objects, or to rename a host object in the model. Advanced merging rules consist of
agroup of individual rulesthat are executed in pre-defined order. They can merge one
or more topology objects. For example, merging two agent instancesinvolves arule for
transforming the instance name and another one for merging the two instances.

Merging rules are useful in situations when a host name changes and there is aneed to
consolidate the data under a single host object. Consider for example a Foglight Agent
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Manager installed on ahost whose nameis Toronto123. The host reportsinto Foglight
as Torontol23, which creates a new Host object, Toronto123. The system
administrator modifies the host’s configuration which causes Toronto123 to start
reporting itself using its IP address, 10.1.234.56. When the Foglight Agent Manager
collects information from the newly-renamed host, a new Host object is created on the
server, withthename 10.1.234.56. After noticing the problem, the Foglight
administrator solvesit by creating an adias for the host, mapping it to its original name,
Torontol23.

Use the Manage Host Aliasing Rules dashboard to create host aliasing rules or to
manage the existing ones. To access this dashboard, from the navigation panel, choose
Dashboards > Administration > Tooling > Manage Host Aliasing Rules.

Building Script Agents

A script agent is a specia type of agent that is used to execute a script on a monitored
host. The script can bein any language, but it must be written in such away that
provides specifically formatted output to sTpouT. Creating script agents isthe easiest
mechanism for bringing custom datainto Foglight. Once the script agent data arein the
system, Foglight treats them the same way as any other data collected by any other
agent type. Data collected by script agents can then be used in rules, derived metrics,
dashboards, and other Foglight components.

Custom script agents interact with the Foglight Agent Manager through the Foglight
collector executable. Script-based custom agents output data to standard output
(sTpourt). The Foglight collector reads this data and retransmitsit to the Foglight Agent
Manager.

The output format is straightforward:

TABLE TableName
START SAMPLE_PERIOD
Field = Value
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END_SAMPLE_PERIOD
END_TABLE

There are two types of scripts: Type 1 and Type 2 scripts. Foglight calls Type 1 scripts
every time they need to collect data. In Type 1 scripts, the collector executes the script,
then stands by for atime period specified in the agent properties. When the standby
period ends, the collector becomes active and reruns the script. Type 1 scripts are useful
for collecting data that does not require calculations from multiple collection periods.
Sample Type 1 scripts are available in the server installation directory:

Typel NT_Script.bat (Windows) and Typel Unix_Script.bat (Unix).

Type 2 scripts control their own collection frequency cycle. In Type 2 scripts, the
Foglight collector executes the script and remains open. The script controls the standby
period instead of the agent properties. Type 2 scripts perform data cal cul ations before
the data enters the database and measure changes between collection periods. A sample
Windows Type 2 script is available in the server installation directory:

Type2 NT_Script.bat.

Type 2 scripts are more complex because the script writer must handle looping and
honor the sampling interval from the server. This might be necessary if the length of the
loop isimportant for calculating rates. For the purposes of getting started, use Type 1.
Thiswill minimize the complexity. Switch to Type 2 once you have areason for hand-
coding the loop.

You can use the Build Script Agent dashboard to upload custom agent script to the
server. To access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Tooling > Script Agent Builder.

Script Agqem Builder e 19, 203D 120:10 P EDT

Script Agent Builder

Using the Query Language

The Query Service gives users and Foglight Management Server servicesaway to make
queries about topology objects and monitored metrics using the Foglight query
language. Query language is used in rule conditions and derived metric expressions.



50

Foglight
Administration and Configuration Guide

Typicaly, when working with rules and derived metrics, you first write atopology query
to scope on a specific subset of the topology model, then write a script that performs a
mathematical operation against that data subset. Metric queries retrieve metric values
from one or more objects over a specified period of time. They cannot be used to set the
scope of rules and derivations, but rather to query the database for the value of a
particular metric over a specific period of time.

For more information about the query language, its syntax, and examples, seethe
related help topics accessible from this section in the help.

Retrieving Data with Scripts and Queries

In some cases, you may be required to run scripts, at the request of Quest Support, or for
other maintenance functions. You can use the Script Editor dashboard to test sample
scripts. Thistool has no access restrictions, but is recommended for advanced users. To
access this dashboard, from the navigation panel, choose Dashboar ds >
Administration > Tooling > Script Editor.
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